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VPS hosting for speed 
and security

And those extra bits that get forgotten
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Intro

• Servers 

• Application Stack 

• Security  

• Performance 

• Other Stuff
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Technical but not too..
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Server
Shared vs Dedicated vs VPS vs Cloud
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Server

• Shared : - Cheap, low traffic, overloaded 

• Dedicated: - Expensive, high traffic, inflexible 

• VPS: - Cheap, high traffic, flexible 

• Container: - ‘lightweight vps’ 

• Cloud: Cheap/Expensive, ultimate flexibility, complexity
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Server

• Memory 

• CPU 

• Storage (SSD) 

• Bandwidth 

• Location, location, location
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Server
• Different eggs in different baskets 

• Domain Registration 

• DNS Hosting 

• Site Hosting 

• Email Hosting 

• Backup Storage
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Application Stack
Linux/CentOS/Ubuntu 

LAMP/LEMP/LIMP/LUMP
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Application Stack

• Linux 

• Ubuntu
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LEMP

• Linux 

• NginX (“Engine X”) 

• MySQL / MariaDB 

• PHP (FPM)



mikelittle.org @mikelittlezed1MIKE LITTLE

Easy Engine
https://rtcamp.com/easyengine/
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Security
OS and server level security
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Security

• Firewall - Block ports 

• Fail2Ban - Ban naughty IPs 

• Minimise attack surface 

• Monitor and Alert 

• Backups - OS and configuration - Offsite
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Server Monitoring

• Munin 

• NetData 

• StatusCake
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Site Monitoring - Munin
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Site Monitoring - Munin
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Site Monitoring - Munin
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Uptime monitoring

• Status Cake 

• Uptime Robot 

• Pingdom

Alerts: Email, SMS/Text message, Push Bullet
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Site Monitoring
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Backups

• Full backups 

• Site, Database, OS configuration 

• Automated 

• Off-site 

• Restorable
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Other Stuff…
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Other Stuff…

• Email 

• Performance testing 

• Cron 

• Control Panel 

• sFTP
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Email

• External - Use a ‘big’ provider 

• SPF - Sender Policy Framework 

• DKIM - DomainKeys Identified Mail 

• Outgoing only
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Email

• DMARC  - Helps prevent spoofing 

• Uses both SPF and DKIM along with 
a policy 

• Reporting email 

• postmarkapp.com

http://postmarkapp.com
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Email
Gmail and others 
check all these 
methods:
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Email
DMARC weekly email reports
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Performance Testing
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Performance Testing
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Performance Testing
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Other Stuff…

• Cron — (not WordPress) 

• Backups — (not a plugin) 

• sFTP — secure and restricted (chroot)
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Control Panel

• Not cPanel or Plesk 

• Webmin — Open source
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Links
• https://www.vultr.com/ 

• https://www.digitalocean.com/ 

• http://www.ubuntu.com/ 

• https://easyengine.io/ 

• http://www.fail2ban.org/ 

• https://sucuri.net/

• https://infinitewp.com/ 

• http://munin-monitoring.org/ 

• https://www.statuscake.com/ 

• https://uptimerobot.com/ 

• http://www.dkim.org/ 

• https://dmarc.postmarkapp.com/

https://www.vultr.com/
https://www.digitalocean.com/
http://www.ubuntu.com/
https://easyengine.io/
http://www.fail2ban.org/
https://sucuri.net/
https://infinitewp.com/
http://munin-monitoring.org/
https://www.statuscake.com/
https://uptimerobot.com/
http://www.dkim.org/
https://dmarc.postmarkapp.com/
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Questions?

• Mike Little 

• @mikelittlezed1 

• https://mikelittle.org 

• https://wphosting.zed1.com/

https://mikelittle.org
https://wphosting.zed1.com/

