VPS hosting for speed
ana security

And those extra bits that get forgotten
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Mike Little

WordPress specialist

2 https://mikelittle.org/
@mikelittlezed
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Ntro

¢ Servers
* Application Stack
o Security

e Performance

e Other Stuff

MIKE LITTLE mikelittle.org @mikelittlezed



MIKE LITTLE

lechnical but not too..

root@example:~

root@example:~
root@example:~

root@example:~
root@example:~
root@example:~

root@example:

root@example:

root@exampls

root@e. unple:

root@example:

apt-get install mosh

adduser mike
s. ¥ice ssh reload

apt-get . vate && apt—get dist-upgrade

pico /etc/hosc wme

opendkim-genkey -s . Wil eXamp Lle.wp-hosting. co.uk

service postfix rest
service opendkime _Start

~# ee site & (e example.co.uk == wsubdom —w3tc

cre .ab -uroot /etc/wp—hosting/.crc. b

+ dpkg-reconfigure -plow postfix

service php5-fpm restart

cat /dev/urandom | tr -dc 'a-zA-Z0-9 -@°
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Server

o Shared : - Cheap, low traffic, overloaded
 Dedicated: - Expensive, high traffic, inflexible
e VPS: - Cheap, high traffic, flexible

o Container: - ‘lightweight vps’

 Cloud: Cheap/Expensive, ultimate flexibility, complexity
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Server

 Mermon Q/) VULTR

« CPU

%« DigitalOcean
o Storage (SSD)

,l g
e Bandwidth r: amazon
webservices
e [ ocation, location, location
Q Google Cloud Platform
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Server

o Different eggs in different baskets
 Domain Registration

 DNS Hosting

e Site Hosting

 Emall Hosting

 Backup Storage
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Application Stack-

Lmux/CentOS/U buntu
LAMP/LEMP/LIMP/EUM
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Application Stack

ubuntu®
CentOS

e | INUX

e Ubuntu %I%
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L EMP

e Linux

 NginX (“Engine X")
 MySQL / MariaDB
o PHP (FPM)
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—asy Engine
https://rtcamp.com/easyengine/

Ea SY En £ i ne Installation Docs FAQ Roadmap  PremiumSupport GetAQuote | A

Create "15" Types of WordPress Sites!

Single Site Multisite w/ Subdir Multisite w/ Subdomain
NO Cache --Wp --wpsubdir --wpsubdomain
WP Super Cache --WpSC --wpsubdir --wpsc --wpsubdomain --wpsc
W3 Total Cache --w3tc --wpsubdir --w3tc --wpsubdomain --w3tc
Nginx cache --wpfc --wpsubdir --wpfc --wpsubdomain --wpfc
Redis cache --wpredis --wpsubdir --wpredis --wpsubdomain --wpredis
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Security

* Firewall - Block ports

e FallZ2Ban - Ban naughty IPs
 Minimise attack surface
 Monitor and Alert

 Backups - OS and configuration - Offsite
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Server Monitoring

e Munin
e NetData

e StatusCake
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te Monitoring - Mun

:: CPU usage
CPU usage - by day Z CPU usage - by week
200 ¥ . : IR ‘ ; i 8 200 : o
100 [N " S o o S P06 A A 0 A 0 O
IS o o s 0 1 o e |
140 (EEEE : R R T e 140 i E i T T 1 G - S-S _
voo [ - | ; T e o e e e O . o _ _ o ) o o i I "
MO o o ot ot s o B 1 6 v e

Fri 00:00 Fri 12:00
Cur: Min: Avg: Max: : : - .

B system 4.50 1.86 3.39 7.67 B system 3.79 1.59 4.19 13.77
B user 21.84 5.63 13.69 40. 36 B user 16. 40 5.63 17.83 74 .84
B nice 0.00 0.00 0.00 0.31 B nice 0. 00 0. 00 0.00 1.15
O idle 171. 28 146. 94 180. 98 191.64 O idle 178. 00 108. 14 175.77 191.97
B 1owalt 0.03 0.01 0.04 3.60 B 1owalt 0.02 0.01 0.05 6.72
B irqg 0.00 0.00 0.00 0.01 B irq 0. 00 0. 00 0.00 0.01
0O softirq 1.38 0.18 0.84 3.08 O softirq 0.99 0.18 1.04 3.66
B steal 0.00 0.00 0.00 0.00 B steal 0.00 0. 00 0.00 0.00
B guest 0.00 0.00 0.00 0.00 B guest 0.00 0. 00 0.00 0.00

Last update: Fri Oct 9 23:15:01 2015 Last update: Fri Oct 9 23:10:02 2015
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te Monitoring - Mun

:: Memory usage
Memory usage - by day > Memory usage - by week
240G ~ 240G
220G ~ 2.2G
206G T o in i i o b o ‘ 206G
186 puaiSems Mamime s S anniey hade atme- A GRRGRE 1.86G
166G - 166G
% 146 v 146G
% 126G % 126G
106G 1.0G
0.8G 0.8G
0.6 G 0.6G
0.4G 0.4G
0.2G 0.2G
0.0 _ : 0.0
Fr1 00:00 Fr1 12:00 02 03 04 oS 06 07 08 09
Cur: Min: Avg: Max: Cur: Min: Avg: Max:
B apps 454. 01M 431.17M 477.18M 286. 97M B apps 449. 15M 381.11M 450. 83M 569. 14M
B page_tables 7.49M 6. 04M 8.57M 15, 44M Bl page_tables 6. 90M o>. 54M 8. 24M 13. 31M
swap_cache 13. 02M 12. 92M 13. 44M 13.67M swap_cache 13.15M 13. 10M 30. 40M 71. OBM
O slab_cache 255. 95M 255.74M 265. 46M 270.57M O slab_cache 255. 83M 236.67M 253. 38M 272. 25M
B cache 916. 33M 885.77M 1006. SOM 1.05G B cache 1003. 46M S77.90M 1. 016 1.126
B buffers 128. 33M 90. 79M 121. O6M 174  68M B buffers 123. 56M 64. 28M 113. 45M 174. 6BM
O unused 226, 66M 65. 15M 109.57M 228. 75M O unused 149. 74M 64, 12M 109, 13M 250, 0SM
B swap 100. 67M 100. OSM 100. 27M 100. 67M B swap 100. 65M 99. 85M 123. 78M 178. 78M
@ inactive 8l2.47M 725. 6OM 831. 35M 904, 19M @ inactive 808. O9M 663. 68M 848. 91M 936.11M
Bl committed 1.886 1.836 1.946 2.18G B committed 1.86G6 1.77G6 1. 906G 2.18G6
B active 679. 19M 679. 14M 766. 44M 826. 44M B active 761.11M 491. 02M 761. 79M 886. 50M
E vmalloc_used 6.18M 6. 18M 6. 18M 6. 18M B vmalloc_used 6. 18M 6.16M 6. 19M 6. 25M
B mapped 48. 9OM 23. 09M 50. 64M 86. 20M B mapped 46.18M 17.78M 49.91M 98. 01M
Last update: Fri Oct 9 23:15:05 2015 Last update: Fri Oct 9 23:10:05 2015
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Site Monitoring - Munin

.. Hosts blacklisted by failZban

Hosts blacklisted by fail2ban - by day 7 Hosts blacklisted by fail2ban - by week %
20 . © 20+
18 | = 18 -
16 = 16 2
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= 12 | = 12
5] S
= 10 = 10
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0 . A : > 0 1l | 3| - A , >
Fri 00:00 Fri 12:00 02 03 04 05 06 07 o8 09
Cur: Min: Avg: Max: Cur: Min: Avg: Max:
@ nginx-noproxy 0.00 0.00 0.00 0.00 @ nginx-noproxy 0.00 0.00 0.00 0.00
B nginx-noscript 0.00 0.00 0.00 0.00 B nginx-noscript 0.00 0.00 190.11m 1.00
@ nginx-nohome 0.00 0.00 0.00 0.00 @ nginx-nohome 0.00 0.00 0.00 0.00
O nginx-reqg-limit 2.00 1.00 7.23 18. 00 O nginx-req-limit 2.00 0.00 4.42 18. 00
B nginx-http-auth 0.00 0.00 0.00 0.00 B nginx-http-auth 0.00 0.00 0.00 0.00
B nginx-badbots 0.00 0.00 0.00 0.00 B nginx-badbots 0.00 0.00 0.00 0.00
O ssh 0.00 0.00 0.00 0.00 O ssh 0.00 0.00 0.00 0.00
M total 2.00 1.00 7.23 18. 00 M total 2.00 0.00 4.61 18. 00
Last update: Fri Oct 9 23:15:04 2015 Last update: Fri Oct 9 23:10:04 2015
Munin 1.4.6 Munin 1.4.1
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Uptime monitoring

o Status Cake
* Uptime Robot
* Pingdom

Alerts: Email, SMS/Text message, Push Bullet
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Sratus Periods
Status From

2015-05-28 17:49:03

m 2015-05-28 17:46:06

2014-09-19 10:36:19

Show 10 en’.res

MIKE LITTLE

Until

2015-10-10 00:33:27

2015-05-28 17:49:03

2015-05-28 17:46:06

te Monitoring

Span

134 Days 6 Hours
2 Minutes

251 Days 7 Hours

/% Response Time

First Previoud
Shows the "instant® that the monitor started retuming a response (in ms).

I Milliseconds

11 Sep 14 Seop 20 Sep

© Current Status 11l Uptime

(last 24 hours)

Since 139 hrs, 6 mins (04-10-2015 06:28:56) (last 7 days)

(last 30 days)

It was recorded on 04-10-2015 06:27:33 and the downtime lasted for 0 hrs, 1 mins.
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BacKkups

e Full backups

o Site, Database, OS configuration
e Automated

o Off-site

e Restorable
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Other Stuftt...

e Emall

* Performance testing
o Cron

e Control Panel

* SFIP
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Emall

Edit zone record

Record type

TXT

o External - Use a ‘big’ provider Name

mail._domainkey.radio .wp-hosting.co.uk

e SPF - Sender Policy Framework

"v=DKIM1; k=rsa;
p=MIGfMADGCSqGSIb3DQEBAQUAAAGNADCBIQKBgQDLr7vgBSkFUs6tt8WASO30e
5QxXsVdcyZNGtmRATRS+KSN81xzh15s2Wa/neKvjWAIBIxjuuwN5fFSFwZugezvmFul1

® D K‘ M = Dom al n Keys | d e nt|f I ed I\/l al | tac34bN+ggM75tXf9))+3/ENtFPTycIPh6LYS5Qt+gbMKvzgX/MMLAOpX+6BtgbMN2BeG

OzyUUSSUVWIrHQIDAQAB"

* QOutgoing only

3600

Update record Cancel
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Emall

Edit zone record

Record type
- ©
« DMARC - Helps prevent spoofing

* Uses both SPF and DKIM along with

"v=DMARC1; p=none; pct=100;

a pO| ICy rua=mailto | ),

sp=none; aspf=r;"

* Reporting emall

3600

e postmarkapp.com Postmark
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http://postmarkapp.com

Emall

Original message

GI m ai | an d Ot h ers Message ID <cd886ef7-8aa3-45e2-b676-0b6ce3c5b737@mtasv.net>
C h e C k a‘ ‘ th e S e Created on: 25 July 2018 at 11:46 (Delivered after 0 seconds)
m e’[ h O d S: From: s w Using mail (GNU Mailutils 2.99.99)

To: e cwsw seeccmpgmail.com

Subject: Test Postfix/postmark/DKIM

SPF: V PASS with IP 104.245.209.201 Learn more

DKIM: / 'PASS' with domain zed1.io Learn more

DMARC: “ 'PASS' Learn more

-—
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Emall

Postmark Weekly DMARC Digest

DMARC weekly email reports

zed1.com
Jul 02 - Jul 09

88% 13%

Emails processed SPF or DKIM aligned SPF and DKIM not aligned

Your sources

These are sources that we know belong to you based on the DNS
checks we do.
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Performance lesting

Response Times Response Times = Users

70 ms 500

60 ms

400
50 ms

300
40 ms
30ms

200
20ms

100

5 sec 10 sec 15 sec 20 sec 25 sec 30 sec 35 sec 40 sec 45 sec 50 sec 55 sec 1.0 min

STEP 1
I ~O-Response Times \

The max response time was: 65 ms @ 68 users
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Performance lesting

Load Test Report Z1 ed1
Date: 8/4/2015 = CO m

Test from : ireland

Query URL: http://gpr.wp-hosting.co.uk/template-comments/
Started at: Tue Aug 4 2015, 06:27:14 +01:00
Finished at: Tue Aug 4 2015, 06:28:14 +01:00

Test link: https:.//www.blitz.io/to#/play

Analysis

This rush generated 15,327 successful hits in 60 seconds and we transferred
868.22 MB of data in and out of your app. The average hit rate of 255/second
translates to about 22,070,880 hits/day.

The average response time was 58 ms. Hits 100.00% (15327)
Response Times Test Configuration  QOther Stats Errors 0.00% (0)
Fastest: 55 ms Region: ireland Avg. Hits: 255 /sec Timeouts 0.00% (0)
Slowest: 66 ms Duration: 60 seconds  Transfered: 2.31MB

Average: 58 ms Load: 50-500 users Received: 865.91MB
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Performance lesting

Analysis

This rush generated 15,327 successt, seconds and we transferred
868.22 MB of data in and out of y

translates to about 22,070,880 hits/day.

. The average hit rate of 255/second

The average response time was 58 ms.
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Other Stuftt...

e Cron — (not WordPress)
 Backups — (not a plugin)

 sFTP — secure and restricted (chroot)
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Control Panel

e Not cPanel or Plesk

 Webmin — Open source

MIKE LITTLE

Login: mike

> Webmin

> System

> Servers

' Others

* Networking

~—

> Hardware

~

» Cluster

~ Un-used Modules

Search:

2\ View Module's Logs
{= System Information
& Refresh Modules

@ Logout

mikelittle.org

Refresh system information

€§ webmin

“ System Information

System hostname
Operating system
Webmin version

Time on system
Kernel and CPU
Processor information
System uptime
Running processes
CPU load averages
CPU usage

Real memory
Yirtual memory
Local disk space

Package updates

vultr01.ias.im (127.0.0.1)

Ubuntu Linux 14.04.3

1.770

Fri Oct 9 23:08:25 2015

Linux 3.13.0-53-generic on x86_64
Virtual CPU e7da7129d3ee, 2 cores
44 days, 12 hours, 12 minutes

99

0.32 (1 min) 0.27 (5 mins) 0.14 (15 mins)
8% user, 1% kemel, 0% 10, 90% idle
844.91 MB used, 1.95 GB total

100.67 MB used, 1024 MB total

20.47 GB used, 44.28 GB total

2 package updates are available
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| INKS

e https://www.vultr.com/ e https://infinitewp.com/

e https://www.digitalocean.com/ e http://munin-monitoring.org/

e http://www.ubuntu.com/ e https://www.statuscake.com/

« https://easyenqgine.io/ e https://uptimerobot.com/
 http://www.fail2ban.org/ e http://www.dkim.org/

o https://sucuri.net/ e https://dmarc.postmarkapp.com/
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https://www.vultr.com/
https://www.digitalocean.com/
http://www.ubuntu.com/
https://easyengine.io/
http://www.fail2ban.org/
https://sucuri.net/
https://infinitewp.com/
http://munin-monitoring.org/
https://www.statuscake.com/
https://uptimerobot.com/
http://www.dkim.org/
https://dmarc.postmarkapp.com/

Questions?

e Mike Little
e @mikelittlezed1

e https://mikelittle.org

o https://wphosting.zed1.com/
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